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Functions Synopsis

Many applications record errors and events in various proprietary error logs. These proprietary error logs have different formats and display different user interfaces. Moreover, you cannot merge the data to provide a complete report. Therefore, you need to check a variety of sources to diagnose problems. Event logging in Microsoft® Windows NT®/Windows® 2000 provides a standard, centralized way for applications (and the operating system) to record important software and hardware events. The event-logging service stores events from various sources in a single collection called an event log. Windows NT/Windows 2000 also supplies Event Viewer for viewing the logs, and a programming interface for examining the logs. 

The NTE_*() functions of FOCUS.FLL are especially useful to directly interface with the standard services of WindowsNT/Windows 2000.

Event Types

There are 5 types of events. All event classifications have well-defined common data and can optionally include event-specific data. The application indicates the event type when it reports an event. Each event must be of a single type. The Windows NT/Windows 2000 Event Viewer uses this type to determine which icon to display in the list view of the log.

The following table describes the event types used in event logging.

	Event type
	Description

	Information
	Information events indicate infrequent but significant successful operations.

	Warning
	Warning events indicate problems that are not immediately significant, but that may indicate conditions that could cause future problems. Resource consumption is a good candidate for a warning event. For example, an application can log a warning event if disk space is low.

	Error
	Error events indicate significant problems that the user should know about. Error events usually indicate a loss of functionality or data.

	Success audit
	Success audit events are security events that occur when an audited access attempt is successful. For example, a successful logon attempt is a success audit event.

	Failure audit
	Failure audit events are security events that occur when an audited access attempt fails. For example, a failed attempt to open a file is a failure audit event.


Logging Guidelines

Event logs store records of significant events on behalf of Windows NT/Windows 2000 and applications running on Windows NT/Windows 2000. Because the logging functions are general purpose, you must decide what information is appropriate to log. Generally, you should log only information that could be useful in diagnosing a hardware or software problem. Event logging is not intended to be used as a tracing tool
. 

Choosing Events to Log

The following are examples of cases in which event logging can be helpful: 

· Resource problems. If an application gets into a low-memory situation (caused by a code bug or inadequate memory) that degrades performance, logging a warning event when memory allocation fails might provide a clue about what went wrong.

· Hardware problems. If a device driver encounters a disk controller time-out, a power failure in a parallel port, or a data error from a network or serial card, logging information about these events can help the system administrator diagnose hardware problems. The device driver logs the error.

· Bad sectors. If a disk driver encounters a bad sector, it may be able to read from or write to the sector after retrying the operation, but the sector will go bad eventually. Therefore, if the disk driver can proceed, it should log a warning; otherwise, it should log an error event. If a file system driver finds a large number of bad sectors, fixes them, and logs warning events, logging information of this type might indicate that the disk is about to fail.

· Information events. A server application (such as a database server) records a user logging on, opening a database, or starting a file transfer. The server can also log error events it encounters (cannot access file, host process disconnected, and so on), a corruption in the database, or whether a file transfer was successful.

Logfiles

Applications and services use the Application logfile. Device drivers use the System logfile. The system will generate success and failure audit events in the Security log when auditing is turned on.

<TO BE CONTINUED>

How To Work With the NTE_*() Functions of FOCUS.FLL?

NTE_*() functions bear resemblance with File functions in the sense that before acting on an Event Log, you first need to open it. What the function returns is a handle to the log. Further on, you pass this handle as a parameter to additional NTE_*() functions.

NTE_CloseEventLog() : Closes a read handle to the specified event log.
Syntax

NTE_CloseEventLog( hLog )  lSuccess

Parameters

hLog
Handle to the event log to be closed.

Returns

lSuccess
.T. if the function is successful; .F. if not.







� Extracted from Microsoft documentation and provided here for the sake of simplicity.


� FOCUS.FLL provides additional functions for tracing tools (LOG_*() and TRA_*()).





